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Period for Reply 
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- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

1. Claims 1-15 are pending. 

2. Applicant's arguments filed 3/14/2007 have been fully considered but they are 

* 

not persuasive. 

3. Applicant has argued that Denis fails to teach the limitations of claim 1 . Applicant 
specifically alleges that the combinatorial logic is not applied to the smaller words xO 
and x1 of Denis. Examiner respectfully disagrees. Denis teaches, "the input is split into 
two 8-bit words x1 and xO" and "each of the smaller words are passed through the 
tables." Hence, each 8-bit words is passed through the tables. Denis' teaching 
matches that of the claim that requires only calculating a TKIP Sbox left value (Denis, 
Figure 3, Item x1 through TSL/TSU) and a TKIP Sbox right value (Denis, Figure 3, Item 
xO through TSU/TSL). If the smaller values xO and x1 were not to be sent to the 
combinatorial logic there would be no need to split them. Applicant further argues that 
lookup tables, as presented in Denis, are a poor design choice due to chip space and 
design considerations. Examiner notes that the claims as currently presented do not 
require any particular form or design and thus Denis' lookup tables can be read as 
combinatorial logic circuits. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

4. Claims 1-15 are rejected under 35 U.S.C. 102(a) as being anticipated by Tom 
St. Denis "Analysis of TKIP Temporal Key Integrity Protocol (hereafter "Denis"). 

5. With regards to claims 1, 6 and 11, Denis teaches a first plurality of 
combinatorial logic for calculating a TKIP Sbox left value according to a low part of an 
index value (Denis, pages 4-5 sections 3 and 3.1, Figure 3, xO), a second plurality of 
combinatorial logic for calculating a TKIP Sbox right value according to a high part of 
the index value (Denis, pages 4-5 sections 3 and 3.1, Figure 3, x1), and a third plurality 
of combinatorial logic for calculating the TKIP Sbox value according to the TKIP Sbox 
left value and the TKIP Sbox right value (Denis, pages 4-5 sections 3 and 3.1 , Figure 3). 

6. With regards to claims 2 and 12, Denis teaches the third plurality of 
combinatorial logic is a plurality of XOR gates (Denis, Figure 3.1). 

7. With regards to claims 3, 7 and 13, Denis teaches the TKIP Sbox left value is 
XORed with the TKIP Sbox right value by the plurality of XOR gates and the output of 
the plurality of XOR gates forms the TKIP Sbox value (Denis, Figure 3.1). 

8. With regards to claim 4, 8 and 14, Denis teaches that for each bit in the TKIP 
Sbox left value, the first plurality of combinatorial logic comprises a logic circuit, each 
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logic circuit respectively calculating a bit in the TKIP Sbox left value (Denis, pages 4-5 
sections 3 and 3.1, Figure 3). 

9. With regards to claims 5, 9 and 15, Denis teaches that for each bit in the TKIP 

Sbox right value, the first plurality of combinatorial logic comprises a logic circuit, each 
logic circuit respectively calculating a bit in the TKIP Sbox right value (Denis, pages 4-5 
sections 3 and 3.1, Figure 3). 

10. With regards to claim 10, Denis teaches TKIP Sbox logic configured to 
calculate a TKIP Sbox value according to an index value (Denis, Figure 3.1). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
' MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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♦ 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 571 272 
3839. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571 272 381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 

* 

published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Andrew Nalven 




